Actions executed Thursday, May 30, 2013

Delete existing rule "Rule2 to protect Official @onents (Move)"
Create new Automation Rule
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Comment, this is the result of querying okm_autetadata ...............cccceeeiiieiiiineeenne. 5.
Acting as okmAdmin
Delete existing rule " Rule2 to protect Official Documents (M ove)"
Create new Automation Rule
Automation rules A & 2 D & &
Add validation: | - '+ ]
Edit validation
Hame FathContains
Group validation
ClassName com.openkm.zutomation.validation.PathContains
Active
Parameters:
Crder 1
String /okmiroot/NMS_Official_Docs/MMS_Of
Cancel Send
VALIDATIONS
Order Type active ParamD Paraml
1 PathCentains o Stringt/okmroct/NMS_Official_Docs/NMS_Official

o



Script

i mport
i mport
i mport
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i mport
i mport
i mport
i mport

fal se);

Add action: | - &

Edit action
Mame ExecuteScripting
Group action
ClassName com.openkm.automation.action. ExecuteScripting
Active
Parameters:
Crder 1
! import javax.jon ¥ ~
impeort com.openkm.core.®;
import com.openkm.bean.®;
¢t impert com.epenkm.module.®;
import java.util.Map:
import com.openkm.api.OKMAUth;
impert com.epenkm.bean.Permission;
= import com.openkm.api.OKMRepositary;
String path = OKMRepository.getlnstance{ |getrﬂcdeﬂath|ﬁull uuid):
OKMAUth oKMAuth = OKMAuth,getInstancel
Script il Roles only will continus hsvi
5 Map hm = oKMAuth getGrantedRo (v
for (String roleMame ' hm.keySat(}] £
oKMALth.rev ol—ceRoIen null; path roleMame, Permi
oKMnuth rexorceRcIen ﬁull, patﬂ rolerlame, Permi
T
£l u=ers only will cantinus h e=zd grants
hm = okMauth.getGrantedy athi:
.ornStrlng userflame : hm.k
(fsa=sion.getUsarlDN] userilamea]) {
oKMAuUth. revokeUser(null, path, serflame, Bermission.WRITE, T
okMAuth.revokeUserinull, path. userilame, Permi n. DELETE f o
oKMAuth.revokeUsernull, path, userName, Permission.SECURITY, 'e|5e_l: Vs
| cancal Send |
| ACTIONS
Order | Type active [ Param0 | Paraml
!1 ExecuteScripting o i L@‘J |
javax.jcr.*
com openkm core.*;
com openkm bean. *;
com openkm nodul e. *;
java.util. Map;
com openkm api . OKMAut h;
com openkm bean. Per mi ssi on;
com openkm api . OKMReposi tory;
String path = OKMRepository. getlnstance().get NodePath(null, uuid);

OKMAut h oKMAut h = OKMAut h. get | nst ance() ;

/1 Al Roles only will continue having read grants

Map hm = oKMAut h. get Gr ant edRol es(nul |, path);

for (String roleNane : hmkeySet()) {
oKMAut h. revokeRol e(nul |, path, rol eNane, Pernission. WRITE, false);
oKMAut h. revokeRol e(nul |, path, rol eNane, Permi ssion. DELETE, false);
oKMAut h. revokeRol e(nul |, path, rol eNane, Permnission. SECURITY, false);

}

/1 Al'l users only will continue having read grants
hm = oKMAut h. get G ant edUser s(nul |, path);
for (String userNane : hmkeySet()) {
/1 if (!session.getUserl).equal s(userNane)) {
oKMAut h. revokeUser (nul |, path, userNane, Perni ssion.\WRl TE,



fal se);

fal se);

oKMAut h. revokeUser (nul |, path, userNane, Perm ssion. DELETE,

oKMAut h. revokeUser (nul |, path, userNane, Permni ssion. SECURITY,

Automation Ruleslist:

Automation rules

Test of Move document:

# | Order Name Ewvent At | Walidations | Actions | Exclusive Active u;'
1 0 Rulel to protect Official Documents (Add) doc_create post 1 1 ® T o @ 7§
2 1 RuleZ to protect Official Documents (Mowve) doc_move post 1 1 b 4 e & @ AT}
Path ¢ fokmiroot/NMS_OFfficis|_Docs/NMS_Official/

j il'Jame |Size |Update date |Author |Version

[0 & roa 23-05-2013 08:35:52  Test Org.Admin. 1

D @ DOC-Add-testl.doc 22.0 KB 23-03-2013.09:57:03 Administrator 1 1.0

D IE DOC-Add-test?.doc 22.0 KB 23-053-2013 13:10:30 Administrator 1 1.0

D @ DOC-Add-test3.doc 22.0 KB 28-03-2013.08:19:36 Administrator 1 1.0

D IE DOC-Move-tastZ.doc 2Z2.0 KB 232-03-2013 10:04:32 Administrator 1 1.0

D @ DoC-Move-testE.doc 22.0 KB 28-03-2013.08:15:17 administrator 1 t.0

D i_@ DOoC-Move-testd.doc 22.0 KB 30-05-2012 11:34:432 Administrator 1.0
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| Properties | Hotes | Security

Rale

NMS_ARCHIVIST

HMS_EDITOR
HMS_OADMIN

NMS_READER

Hlstorv Preview |-NM5_E}CIC i
Read f'r‘.'rite Delets Security & 'I_Ipdate User Read Write ;Delete
v v S administator o F o
" 4 o b4 b 4 Administrater L o ¥ 4 4
'é’ ' 4 4 A
4 ® * A

I No changes to document's security executed.

catalina.log contents

2013-05-30 11:36: 03,007 [http-bio-0.0.0.0-8080-exec-30] ERROR
com openkm aut onat i on. val i dati on. Pat hCont ai ns -
java. | ang. Nul | Poi nt er Excepti on

at
at
at
at
at
at
at
at

com openkm aut onati on. val i dati on. Pat hCont ai ns. i sVal i d( Pat hCont ai ns. j ava: 51)

sun. refl ect. Nati veMet hodAccessor | npl . i nvokeO(Native Met hod)

sun. refl ect. Nati veMet hodAccessor | npl . i nvoke( Nati veMet hodAccessor | npl . j ava: 39)

sun. refl ect. Del egati ngMet hodAccessor | npl . i nvoke( Del egat i ngMet hodAccessor | npl . j ava: 25)
java.l ang.refl ect. Met hod. i nvoke( Met hod. j ava: 597)

com openkmutil.cl.C assLoader Uil s.invokeAut omati onMet hod(Cl assLoader Uti | s.java: 159)
com openkm aut omat i on. Aut omat i onManager . get Val i dActi ons( Aut omat i onManager . j ava: 104)
com openkm aut onat i on. Aut ormat i onManager . fi r eEvent (Aut onat i onManager . j ava: 58)

Security
o
"

5=



at com openkm nodul e. db. DbDocunent Modul e. nove( DbDocunent Modul e. j ava: 1045)

at com openkm api . OKMDocunent . nove( OKMDocunent . j ava: 292)

at com openkm servl et. front end. Docunent Ser vl et. nove( Docunent Ser vl et . j ava: 370)

at sun.refl ect. NativeMet hodAccessor | npl.invokeO(Native Mt hod)

at sun.reflect. Nati veMet hodAccessor | npl . i nvoke(NativeMet hodAccessorl npl.java: 39)

at sun.refl ect. Del egati ngMet hodAccessor | npl . i nvoke(Del egati ngMet hodAccessor | npl . j ava: 25)
at java.lang.reflect. Method. i nvoke(Met hod. j ava: 597)

at com googl e. gwt . user. server.rpc. RPC. i nvokeAndEncodeResponse( RPC. j ava: 569)

at

com googl e. gwt . user. server. rpc. Renot eServi ceSer vl et. processCal | (Renot eServi ceServl et . j ava: 208)
at

com googl e. gw . user. server. rpc. Renot eSer vi ceSer vl et . pr ocessPost ( Renpt eSer vi ceSer vl et . j ava: 248)
at

com googl e. gw . user. server.rpc. Abstract Renot eServi ceSer vl et. doPost (Abstract Renot eServi ceServl et . j ava:
62)

at javax.servlet.http.HtpServlet.service(HttpServlet.java: 641)

at javax.servlet.http. HtpServlet.service(HtpServlet.java: 722)

at

org. apache. catal i na. core. ApplicationFilterChain.internal DoFilter(ApplicationFiltercChain.java: 305)
at

org. apache. catal i na. core. ApplicationFilterChain.doFilter(ApplicationFiltercChain.java: 210)
at

org. springframework. security.web. FilterChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java:3
11)

at
org. springframework. security.web. access.intercept.FilterSecuritylnterceptor.invoke(FilterSecuritylnte
rceptor.java: 116)

at
org. springframework. security.web. access.intercept.FilterSecuritylnterceptor.doFilter(FilterSecurityln
terceptor.java: 83)

at
org. springframework. security.web. FilterChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java:3
23)

at
org. springframework. security.web. access. Excepti onTransl ati onFilter. doFilter(ExceptionTranslationFilte
r.java: 113)

at

org. springframework. security.web. FilterChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java:3
23)

at
org. springframewor k. security.web. sessi on. Sessi onvanagenent Fi | t er. doFi | t er (Sessi onManagenentFilter.jav
a: 101)

at
org. springframework. security.web. FilterChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java:3
23)

at
org. springframework. security.web. aut henti cati on. AnonynousAut henti cati onFi |l ter. doFilter(AnonynousAut he
nticationFilter.java: 113)

at
org. springframework. security.web. FilterChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java:3
23)

at
org. springframewor k. security.web. servl etapi. SecurityCont ext Hol der Awar eRequest Fi |l ter. doFilter(Security
Cont ext Hol der Awar eRequest Fi | ter. j ava: 54)

at
org. springframework. security.web. FilterChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java:3
23)

at
org. springframework. security.web. savedr equest. Request CacheAwar eFi | t er. doFi | t er (Request CacheAwareFi |l te
r.java: 45)

at

org. springframework. security.web. FilterChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java:3
23)

at
org. springframewor k. security.web. aut henti cati on. Abstract Aut henti cati onProcessingFilter.doFilter(Abstr
act Aut henti cati onProcessi ngFilter.java: 182)

at
org. springframework. security.web. Fi |l terChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java:3
23)

at
org. springframework. security.web. context. SecurityContextPersistenceFilter.doFilter(SecurityContextPer
sistenceFilter.java: 87)

at
org. springframework. security.web. FilterChai nProxy$Virtual FilterChain.doFilter(FilterChainProxy.java:3
23)

at org.springframework. security.web. FilterChai nProxy. doFilter(FilterChainProxy.java: 173)



at
org. springframework. web. filter. Del egatingFilterProxy.invokeDel egate(Del egati ngFilterProxy.java: 346)

at

org. springframewor k. web. filter.Del egatingFilterProxy. doFilter(Del egatingFilterProxy.java: 259)
at

org. apache. catalina.core. ApplicationFilterChain.internal DoFilter(ApplicationFilterChain.java: 243)
at

org. apache. catal i na. core. ApplicationFilterChain.doFilter(ApplicationFilterChain.java: 210)
at org. apache. catal i na. core. St andar dW apper Val ve. i nvoke( St andar dW apper Val ve. j ava: 225)
at org. apache. catal i na. core. St andar dCont ext Val ve. i nvoke( St andar dCont ext Val ve. j ava: 169)
at org. apache. catal i na. aut henti cator. Aut henti cat or Base. i nvoke( Aut hent i cat or Base. j ava: 472)
at org. apache. cat al i na. cor e. St andar dHost Val ve. i nvoke( St andar dHost Val ve. j ava: 168)
at org. apache. catal i na. val ves. Error Report Val ve. i nvoke( Error Report Val ve. j ava: 98)
at org. apache. catal i na. val ves. AccessLogVal ve. i nvoke( AccessLogVal ve. j ava: 927)
at org. apache. cat al i na. core. St andar dEngi neVal ve. i nvoke( St andar dEngi neVal ve. j ava: 118)
at org. apache. cat al i na. connect or. Coyot eAdapt er . servi ce( Coyot eAdapt er . j ava: 407)
at

org. apache. coyote. httpll. Abstract Htt p11Processor. process(Abstract H t p11Processor. j ava: 999)
at

org. apache. coyot e. Abst ract Pr ot ocol $Abst r act Connect i onHandl er. process(Abstract Prot ocol . j ava: 565)
at org.apache.tontat.util.net.Jl oEndpoi nt $Socket Processor. run(Jl oEndpoi nt. j ava: 309)
at java.util.concurrent. ThreadPool Execut or $Wor ker . runTask( Thr eadPool Execut or. j ava: 895)
at java.util.concurrent. ThreadPool Execut or $Wor ker . run( Thr eadPool Execut or . j ava: 918)
at java.lang. Thread. run(Thread. j ava: 662)

Comment, thisistheresult of querying okm_auto_metadata

SELECT * FROM okm_auto_metadata
Time: 00:00:00.000
amd_id amd_at amd_class_name amd_desc00 amd_desc01 amd_group amd_name amd_src00 amd_src01l amd_type00 | amd_typs0l
1 post com.openkm.automation.validation.PathContains String validation PathContzins okm:folder text

2 post com.openkm.automation.action.ExecuteScripting Script action ExecuteScripting textarea



